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TransSECS for an
OPCUA Server

Using Servers TransSECS to Create an
OPCUA SECS/GEM Tool Interface
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Installing TransSECS

&% Installstion

wstallation of Pragrammatic TransSECS Trial = @ X
Welcome
Step1of8
T Welcome t Programmatic TransSECS Trial Wersion 4.0
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Double click on the installer and click Next when
prompted. Once installed, start the TransSECS Builder
application (MiStudioSuite/TransSECS/Builder/TransSECS.exe)
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The example GEMTool will be loaded when you start the
TransSECS Builder

The tool interface
defaults to running on
port 5010 (HSMS)

B TransSecs Build:12382 - GEMTool

File Edit Tools Help

S R S [z

GEMTool
= GEMTOoo! : Tool Attribut
o [J CEIDs ool Attributgs
e [JALIDs Tool Name|GErv1TO0I Host O Equip. @
: S Elfsi;CommandSTART' S2F41W Uses GEM
o~ ] HostCommandSTOP: S2F41 W Device |d1 Port|5010 Baud Rate |9600
o= [ HostCommandRejectedBadParam: S2F42 T1)0.5 TARO0.0 T3|45.0 | T445.0 Tﬁ|5.U T710.0
o [ HostCommandReply: S2F42 |
: Deployment Type [OPCUA Server [«]
[ Description /
A GEM Tool for testing a minimal s7bset of SECS/GEM. Use the GEMHost project as atest host.

and Device ID 1 '
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GEMTool :
o~ [J CEIDs Tool Attributes
-3 ALIDs Tool Name|GEMToal Host ) Equip. @
- [vIDs

o= [[J HostCommandSTART: S2F41 W
o= [[J HostCommandSTOP: S2F41 W

o~ ] HostCommandRejectedBadParam: S2F42

o= [ HostCommandReply: S2F42

Device ID| Port (5010

T105 | T210.0 | T345.0 | T4l 45.0 | T65.0 | T710.0 |

Uses GEM

Baud Rate |9G600

Deployment Type |[OPCUA Server

|v

(OPCUA Server

[ LEEET LT (OPCLegacy/DA

A4 GEM Tool for testing a minimal subset of SE(MQTT Seryer

Server

host.

TransSECS Servers has
several deployment
options. The default is
OPCUA. Be sure it is
always selected while
you work on the project.
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File Edit Tools Help

GEMTool

WS PR Fsd N

[ GEMTool

|Cornpi|es all code for project. |

o= ] CEIDs

o= ALIDs

o= VIDs

o= [ HostCommandSTART: S2F41W
o= [ HostCommandSTOP: S2F41 W
o= 9 HostCommandRejectedBadParam: S2F42
o= [ HostCommandReply: S2F42

| Description

Tool Attributes

Tool Name|GEMTool Host

Devioel[ﬂ‘l Port|5010

Equip. ®
Uses GEM
Baud Rate [3600

T0.5 | T210.0 | T345.0] Ta45.0] Te5.0 | T7{10.0

Deployment Type [OPCUA Server

[~]

|+ GEM Tool for testing a minimal subset of SECS/GEM. Use the GEMHost project as atest host.
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When the "Compilation" popup closes the build is complete.
This may take a minute or so.

= TransSecs Build:12382 - GEMTool

File Edit Tools

Help

B [ [

EREYEE

GEMTool
GEMTool -
e [ CEIDs Tool Attributes
o 3 ALDs Tool Name|GEMTool Host ) Equip. @
- JviDs

o= [ HostComma
o= [J HostComma
o 3 HostComma
o [ HostComma

ndSTART: S2F41 W
ndSTOP: S2F41'W
ndRejectedBadParam: S2F42 5§
ndReply: 82F42 |

Uses GEM
Device |D|‘1 Port|5010 Baud Rate |9600
T10.5 T210.0 T3{45.0 T4|45.U T6)5.0 710.0

Deployment Type [OPCUA Server [=]

A GEM Tool for testing a minimal subset of SECS/GEM . Use the GEMHost project as a test host.

Compilation

® Building All Files

Cancel

TransSECS has many features
which are described in the
documentation, but for this
demonstration, just building the

sample is sufficient.
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After the code is generated the server code for the tool will be
in the Projects/GEMTool/OPCUA directory.

Clipboard Qrganize Mewy Qpen Select
& <« Trans3ECSServersTrial » Projects » GEMTool » OPCUA v Search OPCLA, 2
“es3 ~ Marme - Date modified Type Size
) » security 2A10/2M311:00 PR File folder
ads » GEMToolRuntime jar 21272019 5:53 PA JAR File 9,754 KB
. (& 1ogdjuxml 2/10/201917:01 PR Motepad++ Docu... 3KE
Q{ Messagehdatching.log 2M11/201912:03 AW Motepad++ Docu.., OKB
=t * 5] MIXOPCServer.cer 2/10/201911:00PM  Security Certificate 1KE
* [&f opcUslag 2/11/201012:03 80 Matepad ++ Docu.., 5 KB
* run.bat 2/11/201912:02 A Windows Batch File 1KE
ing - [ run.sh 202031 PR Shell Script 1KE
sewvayTest necSerial. dll 20 2MATT0T PR Application extens... 127 KB
Q{ SECSMessages.log 2M11/201912:03 AW Motepad++ Docu.., 22 KB
@(vibopc.properties 2020191100 PR Motepad++ Docu.., TKBE

Everything you need to run on
Windows is in this directory. For
Linux systems you will need install
rxtxSerial on the system and
make appropriate changes to the
run.sh file.

You may need to edit the path to
the jre in run.bat if you move the
deployment location.




Clipboard

ents

ing
ewvay Test

% % % % % %

Mame

seCUrity
GEMTanlRu
Ejf logdjml
@T Message

[ run.sh
ndcSerialdll
B SECSMessageslog

@T vibopc.properties

ey Open

v O
Date modified

207231100 P
2/12/2M9 5:53 Ph

2A10/2M917:01 PrA
21120191203 A
2A10/20917:00 PrA
211/20912:03 Ak
21120191202 AR
2A10/2M917:01 PrA
20231101 P
2112019 12:03 A
2A10/20917:00 PrA

Search OPCLA

Type

File folder

JAR File
Motepad ++ Docu..,
Motepad ++ Docu,.,
Secutity Certificate
Maotepad++ Dacu...
Wfindowys Batch File
Shell Script

Application extens..,

Motepad ++ Docu..,
Motepad ++ Docu..,

Select

Size

9,734 KB
IKB
OKB
TKE
SKR
TKE
TKE

127 KB
22 KB
TKE




e

1.Egu
tencefilename:deploy.

When you run the generated

run.bat, the tool's SECS/GEM will
be running on Port 5010 and
Device ID 1 as an OPCUA server.




1
1
1
1
1
1
1
1

1.Egu
tencefilename:deploy.
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Test the SECS/GEM Interface with TransSECS GEMHost
using TransSECSTest.exe

“« v <« MIStudioSuite » TransSECS » Tester v B Search Tester
MHarme - Date modified Type Size
Q{ application.properties 14/2172018 130 PM Motepad++ Docu.. 1kE
Q{ build_properties.log 12/2172018 1:00PM Motepad++ Docw,., KB
[ ErgaTech.lic 1041172018 3:39PM LIC File 1KE
Q{ lagdjaml 101172018 138 PM Motepad++ Docu,. kB
Q{ MessageMatching.log 12/21/201812:59...  Motepad++ Docu.., 0kB
[ pidiet 127217281259, Motepad++ Docu.., 1KE
[ secs.dtd 1041172018 2:38PM - OTD File 5KE
Q{ SECEMessages.log 12/21/2018 1:30PM Motepad++ Docu.., 6 KB
2 transsecsico 1011720018 138 P lcon IKB
Q{TransSecsAntProject.xml 101172018 338 PM Motepad++ Docu,., Se KB
E:{TransSECSProjectBuiIdLog.b(t 12/21/2018 1:00PM Motepad++ Docu.., 102 KB
[ TransSECSTest 10/11/2018 3:38 PM File 98 kB
[ TransSECSTest.conf 10/11/2018 3:38 PM COMF File 10KE
[85] TransSEC STest.exe 101152018 3:38 PR Application 112 KB
wwrapper.log 14/21720M8 0O PR Motepad++ Docu,., kB

This starts TransSECS with the GEMHost project which runs
as a Host to test the tool interface.

Note: If the ExtendedHost is loaded when TransSECSTest is
started, use the File menu to load the GEMHost project.
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Set to LIVE mode before
Run TransSECS as a test host building the GEMHost

TransSecs Build:12376 - GEMHast

File Edit Tools Help

k™ 5 Sl [N R

| GEMHost

[ GEMHost -
- cEIDs Tool Attributes

o CJRFTIDs Tool Name|GEMHost Host @ Equip.
- EJviDs Tool IP Addr...|localhost Uses GEM
o [ 5¥IDRequest: S1F3 v

Device | ﬂ1 Port 5010 Baud Rate 159200
T10.5 T210.0 | T3|45.0 | T4/45.0 | T65.0 T7(10.0

Deplayment Type | [~]

o [ eviDResponse: S1F4
o [ 5WID List: S1F11w
o [ sVIDListReply: 51F12
[y Request Ofline: S1F15 W
o= [ Offlinesck: 81F16

:|[ Description
[ Reguest OnLine: S1F17 vy

o 3 OnLineAck: S1F18 | Sample HDstforTransBEi:S. Use with the GEMTool project.

o ﬁ CEIDList "S1F23" W
T R rovmeneporse & Build with the Hammer/
Star button

o [ EclDWalueResponse: S2F14

o ] ECID¥alueChange: S2F15 W

o= [J ECIDChangeACK, S2F16

o= [ HostCommandSTART: S2F 41wy
o= [ HostCommandSTOP: S2F 41 W
o= [ HostCommandReply: S2F42

o [ Alarm: S5F1 W

o [ AlarmAck: S5F2

o= 5 Enahle All Alarms: S5F3 W

o [ EventRepartReguest S6F15

o [ RequestedEventtessage: SEF16

S| After the Host is built it will run and

? automatically connect to the
GEMTool and set up event reports
and enable alarms
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a host | This arrow shows that
the host is running

Fle Edit Tools Help

R R & (e[

GEMHost
[ GEMHost
o JCEIDs : =B ID)«Sa:.ll"*JDecima\[ﬂ] 1384 =
o IRPTIDS | <ua ss02-
o [(3IDs =4 Temperature Problam's
¢ CJEvIDReqguest 51 a H
¢ J=L11]= o}
[y =u14 sviD=151101= SISENT: 2 - 05153
o [ svIDResponse: S1F4 “|55F 2 =B Dx0= r Decimal]: 077

o= [ 5WID List: STF11 W

o 3 sVIDListRenly S1F12 SIRECENVED: 2018.12.21 15.56:06.652

S1=8F1 W =L[3)

Select a primary

[ Request offtine: 51F151 | =B mxa= r Decimall1]: 10 —0

o [ OffineAck STF16 | «ua 502~ . t I m d
D Request OnLine: STF17 W =A Temperature Prablem'= Ou gOIng essage an

o [ Onlinetck S1F18 H i

: " M "
- CEIDList "S1F23"w ke
s ScenLsi e Press "Send Message
4 i =|S5F2 =B 0x0= * Decimal[1]: 0 *
o [ EclDValueResponse: S2F14

b -
o [C] ECIDValusChange: S3F15 W |recenED: 2018.12.21 15 5808857 bUttOﬂ tO Send It

o I ECIDChangeACK: S2F16 SISEF11 W =L[3]
o [ HostCommandSTART. S2F41 W =4 1=
o= [ HostCommandSTOP: S2F 41 W i =ud 7502-
o [ HostCammandReply: S2F42 =L[1]
o [C Alarrm: S5F1 W F
=4 120=

o= [ Alarmack: S5F2 Ll
o= [ Enahle All Alarms: S5F2 W i “F41157=
o [ EventReportRequest SEF146 ;_ F41723.404>
o [ RequestedEventMessage: SAF16 =L[0]
o [ RequestindividualReport: S6F19 W E =
o 5 IndividualReportData: SEF20 4 =14 50=

4 =14 180=

il

Send Message []LogBytes [ ]LogEwvents [ |Lock Scroll Clear Display

Messages sent and received will be
shown in the Messages panel
(when a message is selected)




Select the S1F3
Message.

File Edit Tools Help

&= [p]

A [*['z]L,]

[ GEMHost
GEMHost ]
?lj‘cE‘l’Ds : SvID 1510

o I RPTIDs -
o d VIDs / |
o [J SVIDRequest: §1 A

o [ sVIDResponse: S1F4

Change the SVID you

o~ [ SVID List S1F11W [ =U47502= -

T B sVt sz | 3 - | want to request
[ Request OfiLine: S1F15 W | =uanz20-

o 7 OffineAck: S1F16 1.
[} Request OnLine: S1F17 W -

o [ OnLineAck: S1F18 -

o~ [ CEIDList 'S1F23'W ]

& [ ECIDRequest S2F13 W |RECEIVED: 2019.02.12 19:38:00.291

o= [ ECIDValueResponse: S2F14 :|S2F36 <B 0x0=/* Decimal[1]: 0 */

o ] ECIDValueChange: S2F15 W

o [ ECIDChangeACK: S2F16 ] 25?;7 3,313'[212'12 19:38.00.202

o [ HostCommandSTART: S2F41 W

<BOOLEAN 1=
o= [ HostCommandSTOP: S2F41 W | <Lz
o= [ HostCommandReply: S2F42 )| =u47501=
o= [ Alarm: S5F1 W | =U47502=
o [ AlarmAck: S5F2 ] e
o [ Enable All Alarms: S5F3 W g
o- 7 EventReportRequest: SEF15 |
o 7 RequestedEventil essage: S6F16 {|IRECEIVED: 2019.02.12 19:38:00.295

. :|S2F38 <B 0x0=/* Decimal[11: 0 */.
o [ RequestindividualReport: S6F19 W 4

o [ IndividualReportData: S6F20 |sEnT: 2019.02.12 19:38:00 295

Js1F1w [

{[RECEIVED: 2019.02.12 19:38:00.303
JS1F2 <L[2]

=A'Model =

=A'Rev1.0%=

=

Send Message []LogBytes [ ]LogEvents [ ]Lock Scroll Clear Display

Press the Send Message button to
send the message to the tool
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The sent message and its reply will appear
In the Message Panel

&) [p]

A [ =4

GEMHost

o- [ SVIDRequest S1F3 W
o [] SVIDResponse: S1F4
o= [J SVID List: S1F11W
o= [ SVIDListReply: S1F12
[ Request OffLine: S1F15 W
o= ] OfflineAck: S1F16
[} Request OnLine: S1F17 W
o= [ OnLineAck: S1F18
o~ [J CEIDList: 'S1F23" W
o~ [ ECIDRequest: S2F13 W
o ] ECIDValueResponse: S2F14
o [[J ECIDValueChange: S2F15 W
o [ ECIDChangeACK: S2F16
o= [J HostCommandSTART: S2F41 W
o= ] HostCommandSTOP: S2F41 W
o ] HostCommandReply: S2F42
o [ Alarm: S5F1 W
o [ AlarmAck: S5F2
o [ Enable All Alarms: S5F3 W
o- [ EventReportRequest: S6F15
o ] RequestedEventiM essage: S6F16
o= ] RequestindividualReport: S6F19 W
o= ] IndividualReportData: S6F20

[ GEMHost T E—
1510 |

pupp g SVID 1510

o I RPTIDs

o [ VIDs

|SENT: 2019.02.12 19:38:00.292
|s2F37 w=L2)

<BOOLEAN 1=

<L[2]

<Ud4 7501=

<U4 7502=
-
|

(JRECEIVED: 2019.02.12 19:38:00.295
:§S2F38 =B 0x0=/* Decimal[1]: 0 */ .

:|SENT: 2019.02.12 19:38:00.295
HSIF1 W .

AJRECEIVED: 2019.02.12 19:38:00.303
IS1F2 <L[2]

<A ‘Model =
=A’'Rev1.0=

b=

|sENT: 2019.02.12 19:38:56 540
|s1Fzw =L
<U4 1510

2 S

RECEIVED: 2019.02.12 19:38:56.541

|s1F4a <L \

] .

The S1F3 message

<U4 0=
Send Message NEytes []Log Events [_]Lock Scroll Clear Display

The S1F4 reply



Test an OPCUA Client Connection

This example will use the UAExpert Reference Client to test the
OPCUA SECS/GEM Server.

https://www.unified-automation.com/products/development-tools/uaexpert.html

The steps are basically the same for any OPCUA Client:
1) Run the OPCUA Client

2) configure a connection to the SECS/GEM OPCUA Server
3) connect to the SECS/GEM OPCUA Server
)

4) resolve security certificate issues


https://www.unified-automation.com/products/development-tools/uaexpert.html
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Right Click on the

File  View Server Docurnent Settings  Help Servers node to add a
DegBBEQ + = new OPCUA server
Project t Attribukes F x
O H et connection T o
[ Servars .
Attribute Walue
v [ Doc W@ Add...
[3 Data Access Wiew
Address Space A X
References 8 X
3 gB 8 Forward v [+]
Reference Target DisplayMarne
>
Log /X
£ B
Tirmestarnp Source Server Message (A
39 201917:05:45.267 AM UaBxpert UaE=pert is ready to use,
39720917:052:45.257 Ak UaBxpert Loaded GDS Plugin (Static Plugin).
3W201911:05:45.257 M UaBxpert Loaded Data Logger Plugin (Static Plugin).
201911:05:45.257 Ah UaBxpert Loaded Server Diagnastic Plugin (Static Plugind.
W201911:05:45.257 &M UaBxpert Loaded Image Viewer Plugin (Static Plugin).
3/9201911:05:45.257 M UaExpert Loaded U& Performance Plugin (Static Plugin).
392M317:02:45.257 &k UaBxpert Loaded U& Method Plugin (Static Plugin).
201911:05:45.257 Ah UaBxpert Loaded L& Events Plugin (Static Plugin),
W201911:05:45.257 &M UaBxpert Loaded L& History Plugin (Static Plugin).
3/9201911:05:45.257 A UaExpert Loaded Data &ccess Plugin (Static Plugin). v
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Name the OPCUA
Server connection

Configure the Server in UAExpert

Configuration Mame |SECS OPCUA Server 4/ E nte r th e E n d pOi nt
Discovery Advanced U R L fo r th e

SECS/GEM OPCUA
Endpoint Url [opctop:if127.0.0.1 12686/ MIXOP Caerver  <d— S

Security Settings

Security Palicy BasicZ565hazs6 -

Message Security Mode | Sign & Encrypk -

Authentication Sektings S e I eCt th e Secu ri ty
® Policy and Message
© Password Shore Secu rity MOde. AII

 cors choices, including

NONE is valid for the
SECS/GEM OPCUA
Server.

Session Mame urnWwin7Dery: Unifiedaotomation: UaExpert

[ Connect Autamatically

el



tormation Uak:

File  View  Serwer  Docurment  Settings  Help

@y BPPBE # =° x4 " | RightClick on the

Project g X Data Acce utes F X
S . hewly added serverto ™ o
n "
v [ Servers select "Connect bute value
0 SECS OPCUA Serw
= Remowve
~ [ Documents
[1 Data Access View @ *Conne
X Dizconnect
address Space ~y FProperties.,
®  Change User...
References (=
3 o g, u@w Forward - (+]
Reference Target DisplayMame
< >
Log 5 ox
8P
Timestamp Source Server hessage )
302019 23112073 PM DiscoveryWWidget Adding Server server application name not configured with URL opc.itope//127.0,0.7:12686/MI1K. .
3102019 2:31:08.604 PR UaExpert UaExpert is ready to use,
302019 23108596 P UaExpert Loaded GDS Plugin (Static Plugin).,
31052019 2:37:08.596 Fra UaExpert Loaded Data Logger Plugin {Static Plugin).
302019 23108596 PR UaExpert Loaded Server Diagnostic Plugin (Static Plugin).
3052019 2:371:08.596 PR UaExpert Loaded Image Wiewer Plugin {Static Plugin.
302019 231:08.596 PR UaExpert Loaded UA Perfarmance Plugin (Static Pluging.
302019 2:31:08.596 P UaExpert Loaded UA Method Plugin (Static Plugin},
31052019 2:371:08.596 PR UaExpert Loaded U& Events Plugin {Static Pluginy.
3102019 231:08.596 PR UaExpert Loaded U& History Plugin (Static Plugin. A
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] B

Hame Share

= u d Cut
| Copy path

Pinto Quick Copy  Paste

JCCESS lﬂ Paste shortout

Clipboard
I R

~

<« Projects » GEMTaaol »

Mame

Copyto -

OPCUA requires certificates for authentication. Note:
No certificate is required for the security policy NONE
and message security mode NONE in the client

setup.

= Rename  Mew
folder

Folder where client
certificates will be
placed

Properties

,—'F‘Imrert selection

urity
GEMToolRuntime jar 2M12/:01910:33 P JAR File 050 KB
Q{ lagdj.ml 2M1272M910:33 PRl Notepad++ Docu,., ER:
Q{' tessagetatching.log 39201910:53 aM Motepad++ Docu.., OKE
El MI)(OP%S&Ner.cer‘\ 2A272M910:32 PRl Security Certificate 1kBE
= Q{' OpcUalon - = ISR AN Notepad++ Docu,., OKE
a Type: Security Certifica . )
Sl runbat) Gy biytes IF019158AM Windows Batch File 1kB
I [®5] run.sh | Date modified: 2/12/201910:32 P 2720191033 P Shell Scrint 1R
: rSeial sepmsnzen sl A generated server certificate for
IFEZMNI1E0 A Mote

Q{ SECSMessageslog
@{'vihopc.pmperties

the OPCUA client to import.

2A272M910:32 PRD - Note
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UAExpert Certificate Exchange

. Unified Sutomation UaExpert - The OPC L)

Certificate Yalidation

During the first connection to the
OPCUA Server the server's security
certificate will be imported by
UAEXxpert.

_: Yalidating the certificate of server 'server application name not configured' retur

The certificate has been imported but

File  “iew  Server Document  Settings BadCertificateUntrusted
D W E '& Certificate Chain
Praject MName Trust Status
v [ Project A MIOPCServer Untrusted .
v B Seres - isnot trusted.

4 SECS OPCUA Server
v [ Docurments
3 Data Access View

Certificate Details

Address Space

Comman Mame

Organization
OrganizationUnit
Locality

State

Country

Cormrnan Narne
Organization
OrganizationUnit

371042012 2:14:08,382 PM

Server Mode

3102019 30408382 PM Server Node
02031158578 PN UaExpert

3072019 31 0:45.079 P Server Node
310209 20253620 P Server Node
3102019 3:09:53.620PM Server Node
310209 30953620 PM Server Mode

31042019 2:00:53,620 PM

Server Mode

Locality
Log State
£ D Cauntry
Tirnestarmp Source Domaintompanent
3102019 31408382 PM Server Node ‘alid From
310209 301408382 PM Server Mode Walid To

Serial Murmber

Cipher Strength
Thumbprint (SHAT)

Signature Algorithrm

MIKOPCServer
ErgoTech

DomainComponent

MIKOPCServer
ErgoTech

Tue Feb 12 22:32:12 219
Fri Feb 922:32:12 2029

T70F156L
R5&-5HA256
R, (2048 bit)

SABER7AIDERNATIIAAEDED A7AGA CEEF12FACETD

For UAEXxpert, this certificate can be
trusted by using the "Trust Server
Certificate" button. For other clients,
read the documentation for a similar
procedure to install and trust the

certificate.

[] Accept the server certificate temporarily For this session

Trust Server r,;ertil:icentle

Continue Cancel
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UAExpert Certificate Exchange

Certificate Walidation

. Unified Autornation UaExpert - The OPC The certificate of server 'server application name not configured' was validated successfully,

File  ‘iew  Server  Document  Settings Good

|
D ﬁ @ L | Certificate Chain The SECS/GEM OPCUA Server
Harme Tt Status certificate is now installed for

v [ Project A MIKOPCServer Trusted

v [1 Servers UAEXpert and IS trusted

T3 SECS OPCUA Server
v [ Documents
[0 Data Access View

Certificate Details

I - |
Address Space Common Mame MIXOPCServer
QOrganization ErgoTech -
Organizationlnit
Locality g
State _I
Country
DornainCornponent
I
Common Mame MIXOPCServer
Organizatioh ErgoTech
Organizationlnit
Locality =
Lag State
8 B Country
- DomainComponent B
Timestarmp souree
31072019 3:1408.382 PM Server Mode “alid From Tue Feb 12 22:32:12 2010
31072019 3:14:08.382 PM Server Mode “alid To Fri Feb 027:32:17 2020
1020193140830 PN Serverode | I
31072019 3:14:08.382 PM Server Mode Serial Mumber FTOF1564
32019 2T158.578 P UaBxpert Sighature Algorithem  RSA-SHAZSE
310/2019 310:45.079 P Server Node Cipher Strength RS& (2048 bit)
310/2019 3:09:53.620 PM Server Node Thurmbprint (SHATY  S4BEB7A3DES1ATI IAAEDEDFADEACEEF1 2FACETD o
31072019 30953620 PM Server Mode
3102019 10253620 PM Server Mode Trust Server Certificate

3102019 30253620 PM Server Mode

Accept the server certificate temporarily For this session Cancel I
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UAExpert Certificate Exchange

»  Unified &utomation UaExpert - The OPC Unified &rchitecture Client - transsecs

File  Wiew  Servcer

Docurment

Settings

Help

B K | <

There is one more certificate related
step before the server connection can
be made. The client has given the
server its own certificate but it is not
yet trusted by the SECS/GEM OPCUA

Project B X [Data Access View
v [ Project # Serser Mode Server-
v 1 Servers
F& SECS OPCUA Server
v [ Docurents
1 Data Access View

Address Space g X
References 8 X
o S B Forward v [+]
Reference Target DisplayMarme

<

Log 5 X

8D

Timestamp Source Sercer Message

32N 53nETA07 P Server Mode SECS OPCUA Server Connecting failed with error 'BadSecurityChecksFailed'

372N R3RE7.300 PR Server Mode SECE OPCUA, Server Error 'BadSecurityChecksFailed' was returned during OpenSecureChannel

372019 5:35:57,990 P General [uastack] Opclla_TepConnection_ProcessResponse: Reason: security checks failed

TN RIRNITIPM General [wastack] Opella_TepConnection_ProcessResponse: Status (<80130000!

372019 5:35:57,990 P General [uastack] Opclla_TcpConnection_ProcessResponse: Error Message!

372N 23RIT.3 PM Server Mode SECS OPCUS Server Used UserTakenType: Ananymous

3T 208 53557344 P Server Mode SECE OPCUA Server ApplicationUri: "urniergotechimixserser’

372N 53557344 PM Server Mode SECS OPCUA, Server Security policy: "http/fopcfoundation, org/US/SecurityPolicy®Basic2565ha2 6"

WTA9 53557344 P Server Mode SECE OPCUA Server Endpaint: "opctop:/ 12700112636/ MIXOPC Server!
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OPCUA Certificate Exchange

The UAExpert client certificate has been installed in the OPCUA server directory
as "rejected" because it needs approval to be trusted. Browse to the OPCUA
server security "rejected" folder to find this certificate.

send Share with

v A « GEMTool » OPCUA » security » rejected v 0 Search rejected

e

The untrusted client certificate is in
the OPCUA server "security"
5] CMN%30UaExpert240in TD ev [d9chdBciab83011528F6c a5 da1 60d626b145b5 7] .der 371072 directory under "rejected"

Mame

Move this certificate to the "trusted" subdirectory of
the OPCUA server security folder.

(—
E—
— = . Laopy path - B - bl — Edit (5 select none
Cuick  Copy  Paste Mowe  Copy Delete Rename e Properties
YT E]Pasteshu:-r‘tcut to to - - falder - ) History |j|:“lnver‘tselecti-:-n
Clipboard organize e Cpen Select
v A « Projects » GEMTool » ORCUA » security »/trusted v O Search trusted
)
" Marne Date mprodified Type Size
5] CMER3D UaExpertad i Dew [d3chdBe5.,, 37772019 11:01 PR Security Certificate 2 KB

Note: Make sure you move (copy/delete) the certificate from
the rejected, do not leave the certificate in "rejected"
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Help

After re&onnecting to the server the

Project . ] X
v B Project client has successfully connected 5 o
v O Servers te  Walue
12y SECSDPCUA Server
~ [ Documents
[1 Data Access View
Address Space |
42 | Mo Highlight
- [P T References g X
=) Roat pe - " o
v &3 Ohjects . 7 @ orwar
> 2 Mix Browse this node to Reference Target Displayhame
> & Server
- - see the OPCUA tags
gernton| <@—— |
> 0 Tees for the GEMTool
> 15D Views
£
Log oo
8 D
Tirmestarnp Source Server Message &)
302N 3100914425 PR AddressSpacehd.,, SECS OPCUA Server Browwse succeeded,
31029 10:02:14.421 Ph - AddressSpacebd.. SECS OPCUA Sepver Browyse succeeded.
3072 M9 10091418 Ph Server Node SECE OPCULS Server Revised values: SessionTimeout=120000, SecureChannellifetirme=3600000
3102M310:0214.418 PM - Server Mode SECS OPCUA Sepver Successfully connected UA server.,
31022 10:0214400 PM - Server Mode SECE OPCUA Sepver Connection status of server "SECS OPCUL Server’ changed to 'Connected',
I0ZMIT00:14 409 P AddressSpaceh... SECS OPCUA Server Registered for ModelChangeBwvents
310 2M 3100914366 PM General The signature algorithm returned in the server sighature does not match the algorithm expecte,.,
31029 10:0214.275 PM Server Mode SECS OPCUA Sepver Used UserTakenType: Anomyrmous
31029 10:0214.275 PM Server Mode SECS OPCUA Server ApplicationUri: 'urmiergotechimixsenser’
31029 10:0914.275 PM - Server Mode SECS OPCUA Server Security policy: "http:ffopcfoundation.org/US/SecurityP olicy#Basic2565ha2 56" v
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OPCUA Client Test

One of the more important client

+  Unified Sutomation UaExpert - The OPC Unified Architecture Client - MewProject®

File  Wiew  Server Document  Settings  Help

DW[B@ P = My & B K| s

connections for a tool interface are
to the VIDs in the OCPUA Server.

Project & X  Data Access View Q Attributes B X
v [ Project # Display Name Walue Datatype AL [+]
v B %:N;;:g OPCUA Server ; loorfl?rtr:orgflljiifes;::;:fe EEE EEE::E ittr::;;d Ej::Id =
v [1 Docurnerts
B Data Access View \ Two significant VIDs »
actess Space 5 x have been added to the &
5 Mo Hghiight e UAEXxpert client view, a2 x
@ oo ’ the OnlineOfflineState °
o [eontostate and LocalRemoteState. |*
ol @ maxspoolsize
3 - @ maxspooltransmit
7] @: @ mdln
[ 8 onlineofflinestate v < >
B x
OnlineOfflineState and LocalRemoteState need to

both be boolean true for the fab Host to connect to the

lineofflinestate succeeded

tool as Online-Remote. The tool should start out with alvernotestate succeeded
both false for safety reasons. These should be
connected to your HMI client as buttons or switches alntenel=250, QueneSize=], Dlcerd
for operator control.

ded ! RevisedSamplinglntersal=250, R..,

IT2019 25139136 A6 Attribute Plugin SECS OPCUA Server Read attributes of node 'N32|3tring|gemtoalvids.onlineafflinestate’ succeeded [ret = Good],

W
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OPCUA Client Test

Change a value in the OPCUA
Client and test that this VID is

Unified Automation UaExpert - The OPC Unified Architecture Client - MewProject” .
o . changed in the SECS/GEM
File  View  Server Docurment  Settings  Help . t rf
Y o2 T A _ oL ™ _ | Interrace.
D PP =0 XKL B K|
Project F X [Daka Access Wiew
~ [A Project A # Display Name Yalue Datatype 7| B (+]
v [ Servers 1 localremotestate  true Boolean Attribute Value A
Q} SECS OPCUA Server 2 onlineofflinestate true Boolean
3 wafercount Ulnt32 ¥ Madeld Maodeld
v [ Docurnents
A oo s . v MNamespacelndex 2
0 = IdentifierType String
IEEIISED SJSEE x Identifier germtoolwids.am
4 | Mo Highlight - ModeClass Wariable
B (= PENPRRIY § PP R LTPYER S !
> @@ sS5FTreplybit ~ = >
> @ setpoint
s @ softrey References 5 X
» @ spoolcountactual “r o & 68 Forward [+]
> @ spoolcounttotal Reference Target DisplayMame
> @ spoolfulltime HasTypeDefiniti., BaseDataVariableType
» @@ spoolstarttime
> @ timeformat
» ¥ wafercount
> [ Types
> D2 %
wafercount has been
Log H (=
% o added and its value
nmeseg CHANGed to 15 in the Mesmage -
1o OPCUA Client ‘Write to node 'M32|String|gemtoolwvidsavafercount' succeeded [ret = Good]
a1em ' [tern [M32|3tring|gemtoolvids mafercount] succeeded : RevisedSamplinglnterval=250, Revised..,
3721420 CreateMonitarediterns succeeded [ret = Good]
3212 [tem [M52|String|gemtoolvids wafercount]: Samplinglnterval=250, QueueSize=1, DiscardOldes...
32129 SRS Found existing subscription for Serverld 0
RN I05H:38.671 AWM DA Plugin QascDaModelidropMimeData
WM IT05H:I7.068 A AddressSpaceM.,. SECS OPCUA Server QascAddressSpaceModelimimeData
3A2MAN05337.921 AM Reference Plugin SECS OPCUA, Server Browse succeeded. o
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Test the WaferCount Value in the Host

& TransSecs Build:12384 - GEMHost

File Edit Tools Help

B FeE F PN R

[ GEMHost

] GEMHost
o [J CEIDs
o I RPTIDs
oI VIDs

SVID 1510

¢ [ SVIDRequest S1F3 W - —
o~ [F=L[1]=

o= [ SVIDResponse: S1F4

o [ SVID List S1F11W

& [ SVIDListReply: S1F12
[} Request OffLine: S1F15 W

BTFTW .

RECEIVED: 2019.03.21 10:59:29.638

o= [ Alarm: S5F1 W

o= [ AlarmAck: S5F2

o= [ Enable All Alarms: S5F3 W

o= [ EventReportRequest: S6F15

o= [ RequestedEventM essage: S6F16
o= ] RequestindividualReport: S6F19 W
o= 7 IndividualReportData: 56F20

o [ OfflineAck: S1F16 [stF2<Li21
[ Request OnLine: S1F17 W i <A Model >
o [ OnLineAck S1F18 i| = Revi.0>
o[ CED
*gig:g Press the Send 3
= Message button and
~-arwesq see the S1F3 Sent

|seno19.03.21 112735918
s1F3 e
| =ua1510-

.

‘[RECEIVED: 2019.03.21 11:27:35.920
‘|14 <L)
o <u415-

ik

elect the S1F3
message in the

GEMHost and change ||
the SVID to 1510 for
the Wafer Count

Send Message | [ |Log

The S1F4 received from the
GEMTool with the value "15" which
was set in the OPCUA Client
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armation |
File  View  Server Document  Settings  Help
DeBPBR =2 XKWE& B K <«
Project @ X Data Access View o Attributes g X
v [ Project # Display Mame Walue Datatype Oz b [+]
v [3 Servers 1 localrernotestate  true Boolean Attribute Walue ~
% SECS OPCUA Server 2 onlineofflinestate true Boalean
v o 3 weafercount 1 Ulnt32 v Modeld Modeld
a nocuments ] sendmessege false Boolean Mamespacelndesx ]
INETT] ki1l
IdentifierType String
(i Sl Identifier germtoolhosto
3 | Mo Highlight ModeClass Wariable v
v 2 gemtool ‘ [ JIRIIN YOS a --,,.,,;M,,,;,
> 3 alids
> B ceids References g X
> 2 configuratio 3 oo g 4B Forward v (+]
> 3 hosteomman Reference Target DisplayMame
v (3 hosteommandrep| HasTypeDefiniti,. BaseDataVariableType
» @ errorstatus
8 goodans To prepare to send the reply
cac
> @ responsestatus message to the Host, add the
» @ sendmessage | [T 0
[ — R
sendMessage" tag from the
Log 5 X
% B hostcommandreply message so
Timestarmp Source Server o, O &
321,219 11:4643.473 AM TypeCache SECS OPCUY that It IS ready to use e succeeded
3/21/201911:48:43.467 AM - DA Plugin SECS OPCL Samplinglnte..,
3/21/201911:46:43.467 AM - DA Plugin SECS OPCUA
3212019 11:4043.463 &AM DA Plugin SECS OPCUA Server Itern [MS2|String|gemtoalhostcommandreply.sendmessage]: Samplinglnterval=250, QuedeSiz...
32172019 11:48:43.462 AM - DA Plugin SECS OPCUA Server Found existing subscription for Serverld 0
321219 11:4643.462 &AM DA Plugin QascDatodel:drophimeData
32 2N911:4042,824 A AddressSpacebd., SECS OPCUA Server QascAddressSpaceModelimimeData
3212019 11:46:41.746 AM - Attribute Plugin SECS OPCUA Server Read attributes of node 'NS2|String|gemtoal.hostcammandreply.sendmessage’ succeeded [ret..
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Test Sending a Message From the Client

Send a Host command from the
ol GEMHost to the GEMTool so

Rt IDNCS that the tool may send a
((Gemion ‘ response message using the

=1 GEMHost :
pEce. conmand 292 OPCUA sendMessage tag
o= |j RPTIDs

:g\él\ﬁ;Request S1F3W

-F-=L[}=
o= [ SVIDResponse: $1F4 i
o £ SVID List STF11 W T

o ] SVIDListReply: S1F12

 Breaeonnesren | Select the Host
Command "STOP"

message for testing

[} Request OnLine: S1F17 W
o= [ OnLineAck: S1F18
o= [ CEIDList "S1F23' W
o= ] ECIDRequest S2F13 W
o= J ECIDValueResponse: S2F14

o= 3 ECIDValueChange: S2F15 W i
o [ ECIDChangeACK: S2F16 “[SENT: 2019.03.21 11:27:35.918
o 7 HostCommandSTART: S2F41 W 31F3 w "—“1
o (] HostCommandSTOP: S2F41 L= | Press the Send Message Button
o 7 HostCommandReply: S2F42 ir
o 3 Alarm: S5 1 W leceneo 0| to s€Nd the command to the tool
o= [ AlarmAck: S5F2 51F4 <L)
o= [ Enable All Alarms: S5F3 W =J4 15=
o~ [ EventReportRequest S6F15 i
o= 9 RequestedEventi essage: S6F16
o 7 RequestindividualReport: S6F19 W 5[SENT. 2019.03.21 11:56:00.00
o [ IndividualReportData: SBF20 JJS2Fa1 W <L[2] NI
<A 'STOP™ ~ -
| =L - @ ~|=
o= - ~
-
Host Command was ) :
Sent to the GEMTOOI []LogBytes [ |LogEvents [ ]Lock Scroll | Clear Display QUICkIy Send the reply

from the OPCUA Client
before the T3 timeout




»  Unifie

File  Wiew Server Document  Sethings  Help
D@ @ + Qs B R
Project x [rata Access View Atkributes =
g Q Attt &
~ [ Project 63 # Display Marme Yalue Datatype o\ 2| b [+
v [0 Servers 1 localremotestate  true Boolean Atribute Walue -~
Q} SECS OPCUA, Sepver z onlineofflinestate true Boolean
v @0 X 3 weafercount 5 Ulrt32 ~ Modeld Nodeld
noc:rr:erls . w | |3 sendmessage Boolean Mamespacelndex 2
" o ldentifierType String
e SR ldentifier gemtoolhosto
4 | Mo Highlight: - ModeClass ‘Wariable
v D germtool ~ < D | NP a u,,,,;mﬂ,,;,
> D alids
> B ceids References A X
> I configuration a0 2 4@ Forward v [+]
> @ hostcommandrejectedbadpararm Reference Target DisplayMarme
vD hestcommandreply HasTypeDefiniti.. BaseDataVariableType
» @ errorstatus
» @ goodstatus
» @ heack
» @ responsestatus Send the 82F42 HOSt Command
» @@ sendmessage r .
S v = Reply by setting the

Log

2B sendMessage value to boolean

Timestarg Soure sener true in the OPCUA Client.

31/2M911ET23.752 AW DA Plugin SECEOPCUA Se

32MIITETILIFA AW DA Plugin SECE OPCUA Server od]
EZMITILET08 1M AW Attribute Plugin SECS OPCUA Server

3212MA115708.140 A0 Reference Plugin SECS OPCUA Server Browse succeeded,

200115704880 AW TypeCache SECE OPCUA Server Reading type info of Nodeld N30|Murmeric|6 succeeded

3/21/201911:57:04.884 AM  Reference Plugin  SECS OPCLUA Server Browvse succeeded,

PN L2NI115T04.884 Ak Attribute Plugin . SECS OPCUA, Server Read attributes of node 'N52|5tring|gerntoal hastcommandreply.heack' succeeded [ret = Good],
202115048404 Ak DA Plugin SECS OPCUA, Server \iirite to nade 'NS2|String|gemtoolhastcammandreply.sendmessage’ succeeded [ret = Good] v



File Edit Tools Help

FE &> b

A [

GEMHost

[~ GEMHost
o[ CEIDs
o= [ RPTIDs
o= [JVIDs
o= ] SVIDRequest S1F3 W
o= ] SVIDResponse: S1F4
o= [ SVID List S1F11 W
o~ [ SVIDListReply: S1F12
[ Request OffLine: S1F15 W
o= [ OfflineAck: S1F16
[} Request OnLine: S1F17 W
o= 3 OnLineAck: S1F18
o= [ CEIDList: "S1F23'W
o= ] ECIDRequest: S2F13W
o= ] ECIDValueResponse: S2F14
o= ] ECIDValueChange: S2F15 W
o= [[J ECIDChangeACK: S2F16
o= ] HostCommandSTART: S2F41 W
o [ HostCommandSTOP: S2F41 W
o= 3 HostCommandReply: S2F42
o= 3 Alarm: S5F1 W
o= (3 AlarmAck: S5F2
o= [ Enable All Alarms: 35F3 W
o= [ EventReportRequest: S6F15
o= ] RequestedEventMessage: S6F16
o= 9 RequestindividualReport S6F19 W
o= 7 IndividualReportData: S6F20

Command

STOP

SENT: 2018.03.21 13:03:35.381
S2F37 W <L[2]
=BOOLEAN 1=
=L12]
=U4 7501=
=U4 7502=
=
= .

RECEIVED: 2019.03.21 13:03:35.384
52F38 =B 0x0=/* Decimal[1: 0 */.

SENT: 2018.03.21 13:03:35.384
STF1W .

RECEIVED: 2019.03.21 13:03:35.387
S1F2 <L[2]

=A "Model =

=A'Rev1.0=

=L

Host Command reply
was received from the
GEMTool

SENT: 2019.03.21 13:03:54.776

S2F41W =L[2]
=A'STOP*
=L[0]
=

= .

RECEIVED: 2019.03.21 13:04:00.926
S2F42 <L[2]
=B 0x0=/* Decimal[1]: 0 */

[»:

<1

<L0]
Send Messa(@ []LogBytes [ |LogEvents [ |Lock Scroll Clear Display
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Notes on OPCUA Servers:
JSON List Formats

List elements are JSON formatted, such as { "values": [] }

For example, the recipe list for an S7F20 might look like:
{ "values": [ "recipe1”,"recipe2", "recipe3", "reciped"] }

There are more things you can do with the JSON format for
the lists, including making lists of lists and specifying the
SECS format for the data in the list.



Notes on OPCUA Servers:
JSON List Formats

If a specific type is required, it can be specified if needed. For
example for the recipe list, the data is ASCII, type 20:

{ "values": [ "recipe1","recipe2", "recipe3d", "recipe4"], type:"20" }
type is defined by the SECS Standard:

00 - List

10 - Binary (can be an array)
11 - Boolean

20 - String

30 - 8 byte floating point

34 - 4 byte floating point

40, 41, 42, 44 - 8, 1,2,4 byte signed integers
90, 51, 52, 54 - 4 byte signed integer
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Notes on OPCUA Servers:
JSON List Formats

Each element of the array can have a different type in this format
(this might be useful in some message replies with different data

types):

{"values":[
{"value":"1.2", "type":"34"},
{"value":"Test", "type":"20"},
{"value":[5,6,7,8], "type":"10"},
{"value":1, "type":"10"}
I}



Notes on Tool OPCUA Servers:
Triggering Events with DVVALs

Events can be triggered with a list of DVVALS, so if you need to do
this you can define the list, then use this as the trigger input to the
CEID. If you are using DVVALSs in your project you would associate
the DVVALS when you define your CEID.

DVVALS as a JSON String sent to the trigger of a CEID:
{ "values":[

{ dvid:WaferCount, dvval:15 },

{ dvid:23456, dvval:\"Hello World\" }
1}

You can specify any VID with either its name (for example
WaferCount), or its vid number (for example 23456) as the above
example demonstrates.



Notes on OPCUA Servers:
Host Commands

If you publish the whole host command, the structure is a list (with
the host command), then the list elements for the parameters for the

command.
It may look something like:

{ "values": [ { "value":"PP-SELECT", type:"20 } } { "values™:

[ {"values": [ LOTID ], type:"20 } { "values™:

[ {"value":"CHAMBER", type:"20 } } { "value":"1", type:"51}}] }
{"values": [ PPID ], type:"20}] }] }



vibopc.properties

The vibopc.properties file has some settings which control some
aspects of the OPCUA runtime. This file is located in the OPCUA
deployment directory.

VIBOPC.NoMethodSupport

This defaults to false. If set to true opcua methods are generated for
operations such as sending messages. Some OPCUA clients do not
support methods.

VIBOPC.UnderscoreCreatePaths

This defaults to true. This allows you to define vid names with
underscores which will generate a tree structure for the vids. For
example a vid "robot_xaxis" will generate a tag structure
/toolname/vids/robot/xaxis".



That's it.

Now you're ready to program your OPCUA Client application to
complete integration of the SECS/GEM interface. You should update
your tool data values (SVIDs) as they change and can trigger alarms
(ALIDs) and events (CEIDs) and send and receive messages as
needed. You may need to handle host commands and send the host
command replies from your OPCUA client using the sendMessage
tags. More host command message handling can be added, and
also there are options for manually handling recipe messages, or
you can set up simple automatic recipe handling.
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